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Introduction

Managing a SIEM can be a challenging task to do. When you insert too
many log sources in your SIEM without enough filtering and finetuning,
your SIEM can get very noisy in no time. An in-depth post about how to
manage a SIEM will be available on this site at a later point in time, but
one of the main things you start with is prioritizing which data sources are

the most important in your SIEM.

Prioritization of your data sources can be based on how important the log
source is for the company, the kind of data that is present in the log source,
how natively the data source integrates with your SIEM, etc. Today we will
be focussing on how you can prioritize your SIEM log sources based on
Threat Informed defences. For this, we will be using the MITRE ATT&CK
framework. Assuming you known what MITRE ATT&CK is, you will learn
how to make Use Cases, how we can prioritize certain Techniques, and
how you can check which data sources are needed for the detections you

need the most.
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Why focusing on the right
TTP’s is important?

When you use Microsoft Sentinel, one of your goals is probably to detect
threats and advisory events that are happening in your environment. The
real question is, what threats and advisory events do we need to detect? Is
there a way to know what to focus on? And are they all the same for any
organization? The answer to these questions lay in the MITRE ATT&CK

framework.

When you look at one of the MITRE ATT&CK matrices, you will see the
Tactics and Techniques that can be used during an attack by the attacker to
accomplish their goal. Every technique in these matrices is an opportunity
for you to detect advisory events to hopefully detect an ongoing attack, or
an attack that may take place in the future. Although detecting all of the
techniques would be great, it is not a realistic scenario. For example, an
attack group will use certain tactics and techniques to attack their targets,
which means that focusing on those techniques that are most being
exploited is the most efficient way to create your detection mechanisms.
Also, certain techniques or sub-techniques can only be used in certain
environment. Using the ‘Command and Scripting Interpreter’ technique
with an AppleScript is not affective when the attacker is targeting a

Windows environment.
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In this blog post, we will be talking about two ways that can help you focus
on the techniques that matters the most. These two ways are:

 Focusing on the techniques that are currently not well detected by your
Microsoft Sentinel deployment (we will call them ‘gaps’ in your detection
mechanisms) and are known to be most exploited.

 Focusing on the techniques that your enemies are known to be using.

Focusing on the gaps in your
detection mechanisms

Top 10 techniques calculator

The MITRE Engenuity — Center for Threat Informed Defense created a
great tool that helps you prioritize the techniques and sub-techniques that
matters the most, called the TOP ATT&CK TECHNIQUES. These top 10
techniques are known to be exploited frequently, and reflect on your
environment when you use the correct filters. The calculator can be found
by using this link: https://top-attack-techniques.mitre-

engenuity.org/calculator.
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Filters Your Top 10 Techniques
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Setting up the filters

When you visit the calculator, you will see a list of filters that you can set
on the left side of your screen. First is the NIST 800-53 Controls filter
where you can select which NIST controls you want to focus the most on. If
you want to know more about the controls that exists and the NIST 800-53
Special Publication, I highly recommend to start reading the Wikipedia
page. For this post, we will select ‘All NIST Controls’.
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The second filter is the CIS Security Controls filter. Just like the NIST 800-
53 filter, you can set this to only see the techniques related to the selected
controls. We will use the ‘All CIS Controls’ filter for this example. If you
want to know more about the CIS controls, you can take a look at this

website.
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In the third filter, you can select which detection rules you want to focus

on based on the SIEM solution you are using. For this example, I will leave
this filter blank.
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Filters
NIST 800-53 Controls w
CIS Security Controls W
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In the last filter, you can choose which technologies you are focusing on. I

will choose the following settings:
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Filters
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Choosing the monitoring components

Now that the filters are configured, we will have to choose the monitoring
components. Using these buttons, you can set how good your current
monitoring setup is. Let’s say you have already a lot of Cloud Monitoring
detection in your SIEM setup, you can set the Cloud Monitoring
Components filter on High. If you want to focus more on network
monitoring in your SIEM, you can set the Network Monitoring
Components to None or Low. By doing this you can prioritize techniques
that are related to network monitoring more than techniques that are

related to cloud monitoring. For this example, I used the following filter:
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Network Monitoring Components

Mone Low Medium High

You have low network monitoring.

Process Monitoring Components

Mone Low Medium High

You have low process monitoring.

File Monitoring Components

None Low Medium High

You have medium file monitoring.

Cloud Monitoring Components

None Low Medium High

You have high cloud monitoring.

Hardware Monitoring Components

None Low Medium High

You have medium hardware monitoring.

Results

If you set everything up, you can click on the ‘Generate Results’ button to

get the top 10 most important techniques you will have to focus on. You
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will see that every technique has a description, mitigation, and detection
section so you can learn more about the technique. Some techniques will
also have a sub-technique section, which will be filtered based on the

filters you set up in the beginning.

Filters Your Top 10 Techniques
twork Monitoring Components

Generate Results
nts

Mapping your Top 10 techniques to the MITRE
Matrix

Now that you generated the 10 most important techniques to focus on, it is
time to map these in one of the MITRE ATT&CK matrices that fits your
organisation. When you go to the MITRE ATT&CK Navigator, you can
create a new layer where you can map your techniques to. Based on your
environment you can select the Enterprise, Mobile, or ICS matrix. In most
cases the enterprise matrix will be used, so for this post we will choose

enterprise:
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MITRE ATT&CK® Navigator

K Mavigator is a web-based tool for annotating and exploring ATT&CK matrices.

1 to visualize defensive coverage, red/blue team planning. the frequency of
ed techniques, and more

help changelog theme =

Create New Layer Create a new empty layer
Enterprise Mobile ICS
More Options

QOpen Existing Layer Load a layer from your computer or a URL
Create Layer from other layers Choose layers to inherit properties from
Create Customized Mavigator Create a hyperlink to a customized ATT&CK Mavigator

We will not discus all the capabilities the MITRE ATT&CK Navigator has
to offer, since this will lead us to far from the purpose of this blog post. If
you want to know everything about the MITRE ATT&CK Navigator, I

highly recommend following the free courses on ATTACKIQ!

Selecting relevant techniques and sub-techniques

When you click on the search glass in the navigator, you will be able to
search for the techniques you generated in the Top 10 Techniques

calculator. When a certain technique has sub-techniques, you can also view

these by clicking on the grey bar at the right of the technique:
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In our example, technique T1059 was our number 1 technique to look out

for in the Top 10 Techniques calculator. Based on the filters we set, only

these sub-techniques seemed to be important to us: T1059.001,

T1059.003, T1059.004, T1059.005, T1059.006, T1059.007, T1059.008.
Knowing this, we can select this technique in the MITRE ATT&CK

Navigator, along with the sub-techniques:
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Now that we have a technique and the relevant sub-techniques selected,
we can add a score so these will get color. You can add a score by clicking
the score button at the top right of the navigator. We will start with setting

a score of one:
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Results

If we repeat this process for all techniques and sub-techniques that were

generated by the Top 10 calculator, we will have a layer like this:
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By using this method, you will get a graphical overview of which
techniques in the complete possible attack chain you will have to focus the
most on. Even better, when you right click on a technique and click
on view technique, you will be redirected to the attack.mitre.org
website where you can view all the details about the technique
and sub-techniques such as, descriptions, groups that are using this

technique, mitigations, detections, and references!
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Use application contral where appeopriate.

When PowesShall b5 necessany, restict PowerShell sxecution policy to administrators. Be awarg that there are mathods of bypassing the
PowerShell execution policy. depending on emironment configuration.

Script blocking extensions can help prevent the execution of scrigts and HTA files that may commendy be used during the exploitation process.
For malicious coce served up throwgh ads, adblockers can help pravent that code from executing In the first place
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Wanitor command-ling agumants for 2Tt exacution and subsequent behavior Actions may be ralated 1o natwark and system mfarmation
Discovery, Colection, or other scriptabile post-compramise behaviors and could be used as indicators of cetection leading back 1o the sounce
soript. Scripts are likety to perform actions with varous effects on a system that may generate events, depending on the types of monionng used

Monitor for events associated with scripting execution, such as the leading of modules assocated with scripting languages (ex: JScript.dll or
whscriptdil).

Waninae 16g files fof piotess theaigh coe S i SCFIpRinG acthities. This can b usetul in gaining additional insight
10 adversaries” actions theough how they USe Nalive [EHCEsSEs of custom taols. Alse manitor for lnading of modules associated with specific

languages.

Maonitor contextual data about a running process, which may include informantion such as ermdronmen variables, image name, user/owner, of olher
infarmation that may reveal abuse of systern features. For example, consider monitonng for Windaws event 1D (EID) 400, which shows the version
af PawerShell sneciting in the E=giseve fiakd {which may also be felevant 10 detecting & potemtial Downgrade Atack) a8 well as it
PowerShell is running hocally of remately in the as=stase field. Furthermare, EID 400 may indicate the s1an time and E10 403 incicates the end
time of & PowerShell session. 7

Monitor for any attempls to enable scripts running on a system would be considered suspicious. I scripis are nat commeonly used on a system,
Ut enaliid, Seripts FUPAING ot of cyche Trom patehing of oiher SdmMinistrator IUNCHANS are suspiciows. Scripls should be captured from the file
system when posaitle 10 determine their acticns and intent.
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Extra

Now that you have all of this information, you can explore the techniques

that seemed to be important for you, and start checking which detections

you can setup in Microsoft Sentinel and which data sources you will need

for those detections.

Remember when we set a score of 1 for all the techniques and sub-

techniques? If you want to, you can give the techniques that were higher

on the list in the Top 10 Techniques calculator more weight in comparison
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to the others. This way you can create a heatmap with the techniques
you can focus on first. I will give for this example the technique that was on
number 1 in the calculator a score of 10 and make my way down to the last
technique which will have a score of 1. By doing this, you will get

something like this:

s o -» ?..T----« o . .“:: :::" - = — S e -
— =
You can change the colors by using the Color Setup button:
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Focussing on techniques
common groups are using

Besides focussing on the gaps in your detection systems, it is also

interesting to focus on TTP’s that attack groups are using to infiltrate in
companies that match your industry. By doing this, detections can be setup

against a real-world scenario of an attack.

Finding industry related attack groups

You can find industry related attack groups by simply going to the MITRE
ATT&CK website and searching for the industry you work in. Let’s say your
company is active in telecommunications, by going to the search box in the
top right corner and typing telecommunications, you will get a couple of

attack groups that are known to exploit telecommunication companies:
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ing govimment, defense, financial, and (elecommunications. (1) Tha intr
. [3] Deep Panda

N attributed 1o Dedp

EXAME, Ly 1, Slamesekitten, Spirin

HEXAMNE HEXAME is a cyber esplonage threat group that has targeted oil & gas, telecommunications. aviation, and internet senvice provider crganizations since at least 2017, Targeted companies have been bocated in the Middle East and Africa,

ineluding lstael, Saus Aralia, Kuwail, Moroe

States.

France, and the Lk Targets incluged government institutions, news media cutlets, gambling companies, edi

cational Institutions, COVID-19 research crganizations, telecommaunications companies, religlous movements banned in
h Lusca operations may be financially motivated 1] Earth Lusca ha

China, and cryplocurrency trading platforms; security researchers assess some

20, Aquatic Panda has primarily targeted entities in the telecommunications, technology, and government sectors. (1] 1D: GO143
soki Magahama, NEC Corporation

2ast 2014, The growp has targeted a vaniety of sectors, including financial, govemment, energy, chemical, and telecommunications. It appears he Group carmies oul Supply chain
attacks, |9\'E-’3; ng the trust refationship between organizations 1o attack their primary tangets. F IfE:’.:,’E‘ assesses that the group works on beh

For this post, we will be using OilRig as an example to create mappings.
Creating mappings

When you go to a group page in MITRE ATT&CK, you will find the
‘ATT&CK Navigators Layers’ button below the associated group
descriptions. Mapping the techniques this group is using is just as simple
as clicking this button and viewing the navigator:

OilRig

OllRig Is a suspected Iranian threat group that has targeted Middle Eastern and international victims since at least 2014, The

group has targeted a variety of sectors, including financial, government, energy, chemical, and telecommunications. It appears ID: G004s

the group carries out supply chain attacks, leveraging the trust relationship between organizations to attack thelr primary () Associated Groups: COBALT GYPSY, IRN2, APT34,
targets. FireEye assesses that the group works on behalf of the Iranian government based on infrastructure details that contain Hellx Kitten

Contributors: Robert Falcone; Bryan Lee; Dragos
Threat Intelligence

references to Iran, use of Iranian infrastructure, and targeting that aligns with nation-state interests.”

Version: 3.0

Created: 14 December 2017

Last Modified: 02 June 2022
Version Permalink

Associated Group Descriptions

HName Description

COBALT

GYPSY

IRNZ

APT34 This group was pn:".'l ously tracked under two distinct groups, APT34 and QilRig, but was combined due to additional reporting giving higher cenfidence about the overlap of

the activity. '

Helix Kitten
Technigues Used ATTSCK® Navigator Layers ~
Domain 1] MHame Use
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Results

Note that all related techniques and sub-techniques have a score assigned
and are given a colour. Most of the techniques also have extra comments

with links to other groups that are using the same techniques.
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Merging the layers

Now that you have a layer of the Top 10 techniques calculator and a layer
of an attack group you want to focus on, it is about time to merge these
layers so you have an overview of all the important techniques. Merging
the layers is done in the MITRE ATT&CK navigator and is only possible

when you have the layers loaded in the navigator.

Create a new layer by clicking on the Add icon, and go to the ‘Create layers

from other layers’ tab:
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e * D

MITRE ATT&CK® Navigator

Here you will need to choose a MITRE domain (we take the latest
Enterprise domain) and an expression to merge the layers. These
expressions are used with the scores you added to certain techniques in
your layers. When you choose an expression like a + b, the new layer will
add the scores of the techniques in layer a to the scores of the techniques in
layer b. All the possible expression can be found on this page. For this

example, we use the simple a + b expression.

newish X

MITRE ATT&CK® Navigator

Once you click on the create button, the new layer will be created for you.
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Using the mappings in
Sentinel

Now that we have a useable MITRE ATT&CK layer, it is time to implement
this in our Microsoft Sentinel environment. When you right-click on one of
the techniques in your layer, you will be able to go to the techniques page

on the MITRE website by clicking “View technique”.
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When you scroll down in the technique page, you will find a table of
detections you can create to detect this technique. You get the Data Source
and Data Component you need to check, along with tips on what things to

look out for in the Detects column.

Detection
1] Data Source  Data Component  Detects
DS0017  Command Command Monitor command-line arguments for script execution and subsequent behavior. Actions may be related to network and system information

Execution Discovery, Collection, or other scriptable post-compramise behaviors and could be used as indicators of detection leading back to the source
script. Scripts are likely to perform actions with various effects on a system that may generate events, depending on the types of monitoring used.

DS0011  Module Module Load Moniter for events associated with scripting execution, such as the leading of modules associated with scripting languages (ex: JScript.dll or

vbseriptdil).
DS0009  Process Process Manitor log files for process execution through command-line and scripting activities. This infermation can be useful in gaining additional insight
Creation 1o adversaries’ actions through how they use native processes of custom tools, Also monitor for loading of modules associated with specific
languages.
Process Monitor contextual data about a running process, which may include information such as environment variables, image name, user/owner, or other
Metadata information that may reveal abuse of system features. For example, consider monitoring for Windows Event ID (EID) 400, which shows the version

of PowerShell executing in the Esginaverssien field (which may also be relevant to detecting a potential Downgrade Attack) as well as if
PowerShell is running locally or remotely in the #ssexa=me field. Furthermore, EID 400 may indicate the start time and EID 403 indicates the end
time of a PowerShell session.**!

DS0012 | Seript Seript Monitor for any attempts to enable scripts running on a system would be considered suspicious. If scripts are not commonly used on a system,
Executicn but enabled, scripts running out of cycle from patching or other administrater functions are suspicious. Scripts should be captured from the file
system when possible to determine their actions and intent,

In this stage, you will have to figure out which Microsoft Sentinel data
sources are equal to the MITRE ATT&CK data sources. For example,
network traffic logs can be found in the Fortigate, Palo Alto, Baracuda, etc

data sources in Microsoft Sentinel. Whereas process logs can be ingested
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using the log analytics or azure monitoring agent. Once you figured this
out, you will need to create analytic rules based on the tips you find in the

Detects column.

Cross mapping the MITRE
blade in the Microsoft
Sentinel portal with your own
mappings

Microsoft Sentinel has is MITRE ATT&CK blade present, where you can
see for which techniques you have coverage in Microsoft Sentinel. This
helps a lot when you want to check whether certain techniques you find to

be important are implemented in you Sentinel environment.

*» Microsoft Sentinel | MITRE ATT&CK (Preview)

Recomasisics  ReSOw Indtish Azens Ismution Persistance Prilge Defemas fssion  Condantal Docawary Latarsl Colsction Commans) And [

The hard part is correlating this layer to your MITRE ATT&CK Navigator
layers, since there is no export feature available in the portal. Another
problem is that this layer is aligned with the MITRE ATT&CK framework

version 9, which is a version that is released on April 2021. Since most of
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the organizations use the latest version (currently version 12), correlating

these can get pretty hard and will involve some manual work.

Conclusion

In this post you mainly learned how you can prioritize certain data sources
in Microsoft Sentinel using the MITRE ATT&CK framework. We did not
talk about how to actually implement these in Microsoft Sentinel in depth,
since it is very environment specific. We are currently investigating other
tools that may help to implement these in Sentinel and are planning to
create some new tools our own. Once we have more information
about these tools, we will create a new post explaining how to
use them to implement the threat informed use cases you

created in Microsoft Sentinel more easily.

Transition Detecting MDE

from non- Device
Microsoft privileged Discovery -
Sentinel to Windows Improving
Defender Hello the

XDR - abuse monitored
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