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The Attack scenario



The Attack scenario

MSP Azure Admin

Customer was concerned 
about impact of a breached 

MSP Azure Cloud Admin 
account.

Initial Access Lateral Movement Flag

Get initial access to the MSP 
Cloud Admin account

Try to move laterally through 
the environment and see 

how ‘easy’ we can reach the 
flags

The flag was set on any High 
Privileged Control Plane 
entity (Domain Admin, 
Global Admin, AD DC 

Compromise)



Initial Access – 
Spearphishing Voice

T1566.004 ς 
Spearphishing Voice



Calling helpdesk



PWD & MFA Reset



Entra ID Roles

Allows for PWD  and MFA  
reset  for most account



Auth Admin limitation

Only limited  to users without 
specific Entra roles

Azure  admin  did not  have 
these Entra roles



Preventive Controls

Use Restricted Administrative 
Units in Entra ID



Preventive Controls

Requiring device state, 
compliance device or network

Challenge for MSP Access Ą

? – Privileged Access Workstations
? – Virtual bastion hosts (AVD, Jumpservers)
? – Company VPN



Preventive Controls

Trade-off via Entra B2B



Initial Access – Cloud 
Account Login

T1078.004 ς Cloud 
Account Login

Cloud Admin UserT1566.004 ς 
Spearphishing Voice



Device Code Flow login



Device Code Flow login

Hunting for Device Code 
login



Risk Signal

Redacted

Redacted

Redacted

Redacted

Redacted

Redacted



Detective Controls

Device Code Login with Risk Signal



Preventive Controls

Prevention is much better in this 
case!

Block via Conditional Access

Typical exclusions:
- Teams meeting rooms
- Temporary Access Package 

Group



Discovery – Cloud 
Infrastructure

T1078.004 ς Cloud 
Account Login

RoadRecon T1580 ς Cloud 
Infrastructure Discovery



RoadTools and GraphRunner

Currently still uses the Azure 
AD Graph API

Uses the Microsoft Graph 
API



Reference: Dr. Nestori Syynimaa

https://aadinternals.com/talks/Nestori%20Syynimaa%20-%20Deprecating%20Azure%20AD%20Graph%20API%20is%20Easy%20and%20Other%20Lies%20We%20Tell%20Ourselves.pdf
https://aadinternals.com/talks/Nestori%20Syynimaa%20-%20Deprecating%20Azure%20AD%20Graph%20API%20is%20Easy%20and%20Other%20Lies%20We%20Tell%20Ourselves.pdf


Azure AD vs Microsoft Graph API

Both the Azure AD and Microsoft Graph 
API’s have Diagnostic tables in Entra ID!

Although the AADGraphActivityLogs  table 
seems to be empty  L



The pain of Azure AD Graph

Detecting Discovery via RoadTools (or Azure AD Graph 
API) is not possible due to lack of logs



Microsoft Graph API Tables



Enumeration via Microsoft Graph API



Detective Controls – Anomaly based

UEBA and Anomaly rules do not seem to 
support MS Graph API as data sources yet



Detective Controls – Tool based

Detection rule by 
Fabian Bader based 
on endpoints used 
by GraphRunner



Detective Controls – Tool based



Preventive Controls

HARD



T1566.004 ς 
Spearphishing Voice

T1078.004 ς Cloud 
Account Login

Cloud Admin User

RoadRecon

T1580 ς Cloud 
Infrastructure Discovery



Privilege Escalation via PIM

T1548 ς Priv Elevation 
via PIM

T1078.004 ς Cloud 
Account Login



Contributor access



Detective Controls

Logged in Entra ID Audit Logs & CloudAppEvents  
(Defender XDR)

PIM elevation with Risk event



Preventive Controls

Block PIM usage on Risk events



Execution via Azure Arc

T1548 ς Priv Elevation 
via PIM

T1651 ς Cloud 
Commands via Arc



Run Command and Custom Scripts

Redacted



Preventive Controls

•Arc in monitor mode
•Extension allow / block 

list
•Disable remote access



Logs

Logged in AzureActivity  & CloudAppEvents  (Defender XDR)



Detective Controls

Custom Script & Run Command by Risky 
User

First time Custom Script or Run Command 
deployment



Detective Controls

Not flagged by 
Defender for 

Resource Manager L



T1566.004 ς 
Spearphishing Voice

T1078.004 ς Cloud 
Account Login

Cloud Admin User

RoadRecon

T1580 ς Cloud 
Infrastructure Discovery

T1548 ς Priv Elevation 
via PIM

T1651 ς Cloud 
Commands via Arc



Beacon execution

Server server01

T1218.007 ς .dll exec via Msiexec

T1059.001 ς .exe exec 
via PWSH

T1651 ς Cloud 
Commands via Arc



Execution via msiexec

Well known lolbin

Used to load beacon DLL file



Execution via msiexec

Beacon in DLL file prevented  
by MDE

But as informational in 
generic ‘Wacatac’ category

Redacted

Redacted

Redacted

Redacted

Redacted



Detective control

Msiexec executing DLL network 
connection (finetune needed)



Execution via powershell

Launch beacon in EXE file 
via PowerShell

Redacted

Redacted



Detective control

Executable files dropped via Arc 
CustomScriptHandler



Why is this so hard to detect?

Usage of Beacon Object Files (BOFs)
ĄRuns inside beacon process
ĄNo subprocess or store on disk

Per-instruction based decryption

Encrypted  beacons in memory



Why is this so hard to detect?

Properly configured beacons are very hard to see

Reference: outflank.nl



Preventive control

Windows Defender Application Control
(WDAC )



Persistence – Schedule Task

T1059.001 ς .exe exec 
via PWSH

Beacon.exe T1053.005 ς Scheduled 
Task



Logs



Logs



Logs

Rare scheduled task 
created

(finetune needed)



Detective Controls

Unsigned executable launched from 
scheduled task



LSASS Read via LOLDriver

T1053.005 ς Scheduled 
Task

T1068 ς Exploitation for 
Priv Escalation

T1003.001 ς LSASS 
Credential Read



Beacon drops LolDriver

Source: loldrivers.io

Redacted

Redacted



LSASS Read with KernelKatz

Source: outflank.nl

Access LSASS memory from Kernel  
level  Ą Parse NTLM Hashes from 

MSV SSP

Does not
- Create LSASS Dump on disk

- Create handle to LSASS process from user land



Was MDE blind?

MDE uses ETW Threat Intelligence 
Provider  for memory scanning 
decisions

Remove ETW Provider from trace 
session (with SYSTEM permissions)

No file , registry , or event log artifacts 
associated with this event



Detective controls

LolDriver  drop or load 
from unknown  or 
unsigned  process



Preventive controls

! Enable Credential Guard !

- Secrets protected by VBS 
- Does not host device drivers
- Accessible by LSA using Remote 
Procedure Calls



What now?

Attackers landed on a 
Management Server

Redacted
Redacted

Redacted

Redacted

Redacted

Redacted

Redacted

RedactedRedacted
Redacted

Redacted

Redacted

Redacted

Redacted

Redacted

Redacted

Redacted

Redacted

Redacted



Preventive controls

Multi-session hosts Single-session hosts



Pass the Hash

T1003.001 ς LSASS 
Credential Read

ADDS Admin User T1550.002 ς Pass the 
Hash



Logs

Defender for identity - IdentityLogonEvents



Defender for Identity

Behavior based detection model (my guess)
Ą PTH Attack was done against machines 

compromised admin used regularly



Detective Controls

Detection rule by 
FalconForce  to 
detect NTLM Relay 
Attack



Preventive Controls



Lateral Movement using 
SMB and WinRM

T1550.002 ς Pass the 
Hash

T1021.002 ς SMB / 
Windows Admin Share

T1021.006 ς WinRM

Multiple Servers



Logs

Network 
connections 
launched 
from 
beacon

New 
beacon 
spawn on 
destination 
device via 
WinRM

Redacted

Redacted

Redacted

Redacted

Redacted

Redacted



Detective controls

Suspicious  process 
using SMB / WinRM

Arc dropped process 
performing Lateral 
Movement



Detective controls

Unknown process 
launched via WinRM



T1651 ς Cloud 
Commands via Arc

Server server01

T1218.007 ς .dll exec 
via Msiexec

T1059.001 ς .exe exec 
via PWSH

Beacon.exe T1053.005 ς Scheduled 
Task

T1068 ς Exploitation for 
Priv Escalation

T1003.001 ς LSASS 
Credential Read

ADDS Admin UserT1550.002 ς Pass the 
Hash

T1021.002 ς SMB / 
Windows Admin Share

T1021.006 ς WinRM

Multiple Servers



Privilege Escalation Domain 
Groups

T1098.007 ς Additional 
Group

Domain AdminADDS Admin User



BloodHound graph

If you ever  had on -premise 
exchange in your AD …

*not applicable with exchange split 
permission model



MDI Sensitive Group monitoring



MDI Sensitive Group monitoring



Detective Control

Add  groups  to 
Sensitive 

entities yourself



Detective Control

Create a detection for it



Flag captured



Key takeaways



The power of Purple Teaming

1 built -in informational alert

Ą Importance of detection engineering and Purple 
Teaming

14 custom detection 
opportunities

VS

9 preventive control improvements







Weak preventive controls

Weak preventive controls
 

ĄEasy exploitation 
Ą Hard to detect out-of-the-box



Purple Teaming with Microsoft Security tools

From a cloud-only Entra 
account to Domain Admin - A 

real-life war story



Detective control references

Device Code Login with Risk Signal: Hunting-Queries-Detection-Rules/Entra 
ID/DetectDeviceCodeWithUserRisk.md at main · HybridBrothers/Hunting-Queries-
Detection-Rules

GraphRunner reconnaissance detected: 
AzSentinelQueries/AnalyticsRules/GraphRunnerReconnaissanceDetected.yaml at master · f-
bader/AzSentinelQueries

PurpleKnight reconnaissance detected: 
AzSentinelQueries/AnalyticsRules/PurpleKnightReconnaissanceDetected.yaml at master · f-
bader/AzSentinelQueries

AzureHound reconnaissance detected: 
AzSentinelQueries/AnalyticsRules/AzureHoundReconnaissanceDetected.yaml at master · f-
bader/AzSentinelQueries
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Detective control references

PIM Elevation with Risk Event: Hunting-Queries-Detection-Rules/Entra 
ID/DetectPIMElevationWithUserRisk.md at main · HybridBrothers/Hunting-Queries-
Detection-Rules

Custom Script & Run Command by Risky User: Hunting-Queries-Detection-
Rules/Azure/DetectAzureScriptOrRunCommandByRiskyUser.md at main · 
HybridBrothers/Hunting-Queries-Detection-Rules

First time Custom Script or Run Command deployment: Hunting-Queries-Detection-
Rules/Azure/DetectFirstTimeAzureCustomScriptOrRunCommand.md at main · 
HybridBrothers/Hunting-Queries-Detection-Rules

Msiexec executing DLL network connection (finetune needed): Hunting-Queries-Detection-
Rules/Defender For Endpoint/DetectMsiexecExecutingDllNetworkConnections.md at main · 
HybridBrothers/Hunting-Queries-Detection-Rules
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Detective control references

Executable files dropped via Arc CustomScriptHandler: Hunting-Queries-Detection-
Rules/Azure/DetectExecutableDropViaAzure.md at main · HybridBrothers/Hunting-Queries-
Detection-Rules

Rare scheduled task created: Hunting-Queries-Detection-Rules/Defender For 
Endpoint/DetectRareScheduledTaskCreated.md at main · HybridBrothers/Hunting-Queries-
Detection-Rules

Unsigned executable launched from scheduled task: Hunting-Queries-Detection-
Rules/Defender For Endpoint/DetectUnsignedExecLaunchFromScheduledTask.md at main 
· HybridBrothers/Hunting-Queries-Detection-Rules

LolDriver drop or load from unknown or unsigned process: Hunting-Queries-Detection-
Rules/Defender For Endpoint/DetectLolDriverDropOrLoadFromUnkownProcess.md at main 
· HybridBrothers/Hunting-Queries-Detection-Rules
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NTLM Relay Attack: FalconFriday/Credential Access/T1557.001-WIN.md at master · 
FalconForceTeam/FalconFriday

Suspicious process using SMB / WinRM: Hunting-Queries-Detection-Rules/Defender For 
Endpoint/DetectUnkownProcessUsingSmbAndWinrm.md at main · 
HybridBrothers/Hunting-Queries-Detection-Rules

Arc dropped process performing Lateral Movement: Hunting-Queries-Detection-
Rules/Azure/DetectProcessDropViaAzureLateralMovement.md at main · 
HybridBrothers/Hunting-Queries-Detection-Rules

Unknown process launched via WinRM: Hunting-Queries-Detection-Rules/Defender For 
Endpoint/DetectUnkownProcessLaunchedViaWinRM.md at main · 
HybridBrothers/Hunting-Queries-Detection-Rules
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Sensitive Group Changes: Alert changes to sensitive AD groups using MDI - Cloudbrothers

https://cloudbrothers.info/en/alert-sensitive-ad-groups-mdi/
https://cloudbrothers.info/en/alert-sensitive-ad-groups-mdi/
https://cloudbrothers.info/en/alert-sensitive-ad-groups-mdi/
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